547 B 1 wofE o Vol.47 No.1
2026 4E1 A Journal on Communications January 2026

T SM9 1 BB Al TN IR E 2 5 RAV 1T

WAL, SRS, 8 AT, I, RBER
LR TR BRI SRR R, LR 100070)

B E: NROUEGEN T R R R S IUEIB P WA, RH T AT SMO IR I AT S AR R
i % %I RAEIET S SMO B EIEM T AR EALBOR, 5N VENLE], M6 T S
B PRI AR 22 5 2 AT A5 A, B DR AE R 52 I 18] 9 AT LGB 128 % 3 DA, JFAEURIRIN (M) 45 A5 i — 2D {9 28
WHHEAL . RV AU AE B L%h?ﬁﬁ%%@ﬁﬁé@,LLﬁ%M%ﬂT%%&K “ﬁﬁ%%% Fit
R RERMRY . MM EITHETT RGNS, S TR TRE. &A% . BUFPLE RS SR
R

KR SMO; JAMIMERT N, M, RARY Z4eiEE

hE 5SS TP309

MERSE: A

DOI:10.11959/j.issn.1000—436x.2026017

Design of periodic deniable ring signcryption
scheme based on SM9

Zhang Yanshuo, Kong Jiayin, Zhou Xingyu, Xie Rongna, Qin Xiaohong
Department of Cryptology Science and Technology, Beijing Electronic Science & Technology Institute, Beijing 100070, China

Abstract: To address the conflict between privacy protection and responsibility tracing in traditional cryptographic
schemes, a periodic deniable ring signcryption scheme based on SM9 was proposed. This scheme combined the SM9
identity-based cryptographic algorithm with deniable ring signature technology, and introduced a periodic mechanism to
enhance the privacy protection of the signcryptors and the deniability of non-signcryptors. It ensured that the sign-
cryptor’s responsibility could be traced within a specific time period, while further protecting the signcryptor’s privacy
once the litigation period expires. The design not only guaranteed data integrity and security theoretically but also im-
proved system efficiency through optimization. Analysis results indicate that the proposed scheme has advantages in pri-
vacy protection, security, and computational overhead, making it suitable for high-privacy demand scenarios such as elec-
tronic voting, financial transactions, and government confidential communications.
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